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Resumen

La implementacién de nuevas tecnologias en cualquier tipo de institucion surge de la
necesidad de generar mejoras en los procesos que éstas realizan con el fin de ofrecer
mejores productos y servicios. En este articulo se analiza la propuesta de factibilidad de una
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aplicacion basada en la tecnologia Blockchain y en los contratos inteligentes para reproducir
el proceso de asignar titulos académicos a estudiantes sin necesidad de un ente central,
terceras personas y procesos burocraticos mientras se aprovecha las caracteristicas de
estas tecnologias como la transparencia, la seguridad y la inmutabilidad. Asi, se desarroll6
dos contratos inteligentes complementarios entre si aprovechando las caracteristicas que
existen actualmente para crear estructuras que representan objetos de la vida real y
funciones que manejen estas estructuras como parametros. Estos contratos se ejecutaron
en un entorno virtualizado el que se simul6é una cadena de bloques de Ethereum con el
conjunto de herramientas de Truffle. Se evalud los contratos inteligentes ingresando datos
de prueba y con estos registros almacenados en la cadena de bloques se ejecut6 el proceso
de asignar los titulos académicos a los estudiantes a través de una funciéon dentro del
contrato inteligente principal. Para validar que el proceso se ejecuté correctamente, se
realiz6 consultas a la cadena de bloques y se verific6 que los registros de asignaciones de
titulos se generaron y almacenaron en la cadena de bloques con éxito. De esta manera se
pudo concluir que es factible el modelo propuesto basado en tecnologia blockchain y
contratos inteligentes

Palabras clave
Aplicaciones descentralizadas, blockchain, contratos inteligentes, Ethereum, titulos
académicos.

Abstract

The implementation of new technologies in any type of institution arises from the need to
generate improvements in the processes they execute in order to offer better products and
services. This article analyzes the feasibility proposal of an application based on Blockchain
technology and smart contracts to execute the process of assigning academic degrees to
students without the need for a central entity, third parties and bureaucratic processes
while taking advantage of the characteristics of these technologies such as transparency,
security and immutability. Thus, two complementary smart contracts were developed,
taking advantage of the features that currently exist to create structures that represent real-
life objects and functions that handle these structures as parameters. These contracts were
executed in a virtualized environment in which an Ethereum blockchain was simulated with
the Truffle toolset. Smart contracts were evaluated by entering test data and with these
records stored in the blockchain, the process of assigning academic titles to students
through a function within the main smart contract was executed. To validate that the
process ran successfully, the blockchain was queried, and it was verified that the title
assignment records were successfully generated and stored on the blockchain. In this way,
it was possible to conclude that the proposed model based on blockchain technology and
smart contracts is feasible.

Keywords
Academic degrees, Blockchain, decentralized applications, Ethereum, smart contracts.

1. Introduction

This study summarizes the most important components that were fully developed in the
thesis work of Rosero-Correa 2019. The emergence of new technologies tends to generate
an impact on society (BBVA Research, 2016, p. 14). This impact can be on a greater or lesser
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scale depending on the functionalities and usefulness that the technology offers. Taking
these aspects into account, it is possible to understand why some innovations tend to go
unnoticed while others are very well received, such as the case of Blockchain, which was
born in 2008. and according to Antonopoulos (2017) "it is a technology based on two main
pillars, the first, cryptographic algorithms to encrypt data and the second, distributed
computing to support the processing of large amounts of information" (p. 22) and thanks A
great variety of applications have been generated due to its versatility, as indicated by the
examples in Gomez et al (2017) in which “logistics and transportation, property records and
the internet of things” are mentioned (p. 6) without forgetting of course cryptocurrencies.

Later to give greater acceptance and enhancement to Blockchain appears the Ethereum
project which from the perspective of Buterin can be understood as an alternative protocol
that facilitates the construction of decentralized applications (Buterin, 2009, p. 13) thanks
to the birth of another concept known as intelligent contracts that in the book Matering
Ethereum one of the definitions says that intelligent contracts "are immutable software that
are executed in a deterministic way in the context of a Virtual Machine Ethereum as part of
the network protocol Ethereum" (Antonopoulos & Wood, 2018, p. 127). These programs
are capable of managing assets that are included in such network and one of the most
important characteristics is that for all this to happen, the participation of a mediator is not
required since, as Mendoza-Tello (2018) “explains, the verification of the validity of the
transactions is distributed among all the nodes that make up the Ethereum network, thus
guaranteeing the security and integrity of these since they are organized within immutable
blocks” (p. 6).

These advantages and characteristics that have allowed Blockchain and the intelligent
contracts to begin to be part of various areas have also led them to venture into the academic
arena as mentioned by Arenas & Fernandez (2018) when he proposed Blockchain to be used
as "a transparent and reliable system to secure, share and verify academic credentials” (p.
2) in order to have a free and immutable repository of documents that have been issued by
an academic institution so that they can be consulted by people interested in verifying the
validity of such documents.

Taking these ideas as a premise, the present research work consists of analyzing the
feasibility of making use of Blockchain's technology on the Ethereum's platform and the
intelligent contracts to take advantage of its characteristics such as transparency, security,
immutability, decentralization and inherent tools such as cryptography in order to execute
the procedure of registration of academic titles in such a way that these are stored in this
immutable registry that allows the verification of their originality and validity by people
interested in these aspects.

The idea of carrying out this work arises with the intention of providing an alternative way
to carry out the registration of academic titles in educational institutions. This is in order to
speed up the registration process, automate it, avoid dependence on a central entity and
omit bureaucratic processes that usually take a lot of time and cause difficulties for students,
teachers and administrative staff. Consequently, the objectives of this work are: i) to
develop a proposal for an application based on blockchain technology for the registration
of titles, ii) to verify the feasibility of the current tools allowing the development and
deployment of intelligent contracts iii) to follow an experimental methodology for the
development of intelligent contracts proposed by the authors and to test their validity.
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Since the development and execution of intelligent contracts requires a chain of Ethereum
blocks and since the process of creating a private chain of blocks is too complex for what is
intended to be tested, the tools provided by Truffle will be used as an alternative. These
tools allow, among other things, the simulation of a chain of Ethereum blocks in which the
intelligent contracts are to be executed and the respective tests to be performed.

With these considerations, the work has been structured in such a way that at the beginning
the state of the art is presented, showing the different areas in which the block chain and
intelligent contracts have been successfully applied. After that, a section of preliminaries is
presented, in which some of the most important topics on which the work is developed are
dealt with, in order to generate the bases that allow understanding the general context of
what is desired to be done. Next, the development of the proposal is presented where the
main points that will conform the structure of the intelligent contracts that are going to be
developed are explained, as well as the execution in the chain of blocks, and finally the
conclusions obtained are presented.

2. State of play

Due to the great advantages and characteristics offered by both the block chain and
intelligent contracts, there have been several scenarios in which they have appeared in
recent years and continue to extend increasingly to new fields where innovation gives way
to new applications; among the most common are the following:

2.1 Supply chain management

Al hablar de cadena de suministro se debe considerar dos puntos fundamentales, el primero
consiste en todo el proceso al que se refiere en si la cadena de suministro para pasar desde
la materia prima hasta los productos elaborados que se venden al por menor; el segundo
consiste en garantizar que esos productos estén siempre disponibles para los consumidores
y que sean de calidad generando de esta manera confianza en los compradores y prestigio
para el producto y la marca.

Las aplicaciones de Blockchain en la cadena de suministro tienen muy buena acogida, ya
que como se menciona en la revista de Microsoft (2018) gracias a Blockchain “las
organizaciones rastrear los productos desde la franja de tierra donde crecen hasta la
entrega al por menor” (p.5). El poder generar registros de todo cuanto sucede en el trayecto
de los productos hasta el consumidor final incrementaria la confianza y aceptaciéon porque
como explica Galvez de esta manera se estaria otorgando la capacidad de que los
consumidores puedan acceder a la historia completa de los productos que adquieren
(Galvez 2018, p. 230). Aunque si bien la completa aceptacion de blockchain como una
herramienta para el mejoramiento de la seguridad y las practicas de la cadena de suministro
puede tomar alguin tiempo, este beneficio esta siendo respaldado por varias historias de
éxito como es caso de Skuchain que Bermingham en el sitio web Global Trade Review
describe como una compaiiia estadounidense que se ha aliado con la empresajaponesa NTT
Data con la finalidad de construir una plataforma basada en blockchain para la cadena de
suministro y gestion logistica (Bermingham, 2018).

2.2 The Internet of Things (loT)

One term that's been causing a stir lately is the Internet of Things. Although the Internet of
things is not in itself a new technology, it has generated a great impact on society because
of its usefulness in a wide variety of fields. Currently, research continues on how to broaden
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its horizons and expand it further because, as Reyna (2018) mentions, "the internet of things
seeks a totally connected world, where things can exchange data and interact with each
other so that the real world can be represented digitally” (p. 173). At the moment having an
interconnected world generating and exchanging huge amounts of data is solved, but this
sharing of data between heterogeneous devices needs certain aspects such as a high level of
security, and it is at this point where the chain of blocks comes into play because as Hammi
(2018) explains "the internet of things is provided with aspects such as integrity,
availability, scalability, non-repudiation which refers to the ability to ensure that an entity
or in this case a device cannot deny having performed a certain action, as well as
identification and mutual authentication" (p. 130), and is corroborated by Makhdoom
(2018) mentioning that 'Blockchain with its decentralised architecture and key benefits
provides an ideal solution for Internet of Things systems especially in an unreliable
environment' (p. 260).

The enormous potential of the Internet of Things combined properly with the blockchain
proposes the formation of robust and reliable systems in which one can have a record of
everything that happens in the environments one is controlling thanks to the support of the
Internet of Things devices. In this sense, Christidis (2016) gives us the guideline of "using
these robust systems within the factories, in such a way that processes are automated and
user interaction is reduced" (p. 7) while having a shared database with which processes can
be tracked thanks to the updates coming from the Internet of Things devices that are
automatically propagated throughout the network. A clear example of the combination of
the block chain with the Internet of Things can be the case mentioned above of Skuchain
who as explained by Bermingham (2018) "seeks to control the supply chain and logistics
management by combining the block chain and the Internet of Things based on radio
frequency (RDIF)" (p. 2).

2.3 Distributed energy systems

In the present times, by the advance to giant steps of the technology and the easy access to
the information, it has been obtained that for the people it is alittle simpler the investigation
and creation of their own products, such it is the case that the people have begun to create
their own alternative sources of energy, partly to have a sustenance before a general
electrical failure and to be more autonomous and not to depend so much on the public
services, reducing their consumption and the amounts that are paid for the service. But this
autonomous generation of energy has been so productive that some of those who do so have
even generated surpluses, so that apart from disengaging from the public service of energy
have found a new business model giving way to distributed systems of energy, which
according to Kumar refer to generation in a decentralized manner, thus improving the
overall efficiency of systems in terms of power generation, economy and environment
(Kumar, 2018, p. 5).

Within this whole idea of generating electricity in an autonomous and decentralized way,
Blockchain appears, which as Andoni (2019) indicates "due to their nature, blockchains
could provide a promising solution to control and manage complex energy systems and
increasingly decentralized microgrids” (p. 151). On the assumption that this surplus energy
can be traded through platforms on a peer-to-peer basis, which is what the block chain
provides where no third parties or intermediaries are involved, it would only remain to
agree on how this trading will take place, and as proposed by Mylrea (2017) this can be
controlled through smart contracts, since 'they facilitate exchanges of energy between peers
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by allowing producers and consumers to sell this energy to each other, rather than
transacting through a multi-tier system' (p. 17).

An example of the application of the block chain in distributed energy systems is the Power
Ledger which is a platform developed to manage the exchange of energy between peers and
which runs on Blockchain technology.

3. Preliminaries

3.1 Block chain

As a first idea Galvez (2018), among other things, mentions that "the blockchain is
essentially a distributed database that stores records in the form of encrypted blocks that
can be verified at any time in the future"” (p. 222), and it is for this reason that this technology
takes the name of blockchain or Blockchain, since a set of data is gathered in an encrypted
manner in a structure thatis called a block, which in turn is related to the predecessor blocks
in the form of a chain. Another way of looking at the blockchain that is simpler and more
intuitive is presented by Crosby (2015), who says that "the blockchain can be viewed as a
public ledger of all the digital transactions or events that have been executed and shared
among the participating parties within a Blockchain network" (p. 3).

To better understand what the blockchain is, it is important to know that the blocks are the
fundamental unit of this chain and are composed of a set of transactions, which as Singh
(2018) explains, "were performed in a given period of time" (p. 220), but these blocks by
themselves do not represent much but require a link that unites them, which is called the
chain and this is achieved according to what is stated by Makhdoom (2018) who says that
"the blocks are formed in such a way that each new block is cryptographically connected to
the previous block" (p. 255), thus achieving the symbolic link that makes these blocks form
a single sequential group inseparable as a chain.

Within the blocks, when observed in a somewhat more technical way as Grewal-Carr (2016)
does, two important parts can be noted (p. 5):

The header, which includes metadata such as, a unique block reference
number, the time the block was created, and a link to the previous block

The content, usually a validated list of digital assets and statements of
instructions, such as the transactions performed, their amounts, and the
addresses of the parties to those transactions (p. 5).

Once these aspects of how the block chain is formed have been defined, two perspectives
can be glimpsed. The first one is clear to see since each block has information and this takes
up disk space, therefore, as more blocks are added to the chain, disk storage will also
increase; the second one, which is a little more complicated to understand although it
presents a more encouraging perspective, is the one indicated by Singh (2018) and
expresses that "the more data the block chain has, the stronger it becomes" (p. 220).

3.1.1Block Chain Architecture

The chain of blocks breaks the paradigm of a central server that governs the network
providing with that the characteristic of decentralization, for this reason, Min (2018)
explains that:
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Since the architecture on which a block chain is based is a decentralized
mesh network of computers, connected together instead of a single
central server, there are a number of layers that govern block chain
operations and create the protocols for Blockchain technology
applications (p. 3).

These layers can be understood as modules of the architecture, and then after an analysis
the layers that make up the block chain architecture are detailed (Min, 2018, p. 3).

The first module corresponds to the data source module that Min describes as the basis for
creating a block chain in which the database is distributed, since it is not based on a client-
server architecture, and it does not require users to identify themselves in order to validate
credentials that can be manipulated or altered. In a second layer is the transaction module
which is in charge of validating and creating new transactions, first creating an agreement
between the two parties involved and then sending the transaction to the network to be
validated by the miners. The third layer corresponds to the block creation module, which is
in charge of adding to the chain the new block that has been mined so that each new block
is located followed by the previous one and linked to it. In the fourth layer is the consensus
module that is in charge of verifying that the transactions are valid by means of a consensus
algorithm, thus avoiding the manipulation or corruption of the data. Finally there is the
connection and interface module, this module is in charge of providing web interfaces
between the users at the same time that it allows to know the real time status of the block
chain and the transactions (Min, 2018, pp. 3-5).

3.1.2 Merkle trees

As mentioned above, blocks basically consist of two parts, the header and the body which
contains the transactions, but in order for these not to be altered and to be secure within
the block they are encrypted in a recursive manner through a multi-level data structure
known as the Merkle tree. The transactions are assembled in these blocks in such a way that
each consequent block is connected to the previous block via a hash value.

A Merkle tree, also known as a binary hash tree, as defined by Antonopoulos (2017) "is a
data structure used to efficiently summarize and verify the integrity of large data sets" (p.
284). The structure of this tree as shown in Figure 1 and as explained by Buterin (2009):

It consists of a set of nodes with a large number of leaf nodes at the
bottom of the tree containing the underlying data, a set of intermediate
nodes where each node is the hash of its two children, and finally a single
root node, also formed from the hash of'its two children, representing the
'top’ of the tree" (p. 9)..
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Figure 1. Diagram of a block chain, formed from transactions in a Merkle tree structure
(Antonopoulos, 2017, p. 429)
To form the Merkle root, we start from the set of transactions, obtain the hash value of each
one and group them in pairs, so that in the next step the hash of the pair is calculated and
the process is repeated until only one node is left. If the set of transactions results in an odd
number, the strategy is to double the hash value of one of the transactions to follow the
recursive process and get the Merkle root.

3,1.3 Hash Functions

The hash cryptographic functions are an important element of the block chain since they
are used at the time of building the blocks through the Merkle tree structure. A hash function
is basically a function that transforms any message of variable length into a set of characters
of fixed length, regardless of the length of the input data.

Hash functions are used in many cryptographic algorithms and protocols of which there are
a wide variety of applications in the area of information security and currently hash
functions are of paramount importance in applications where efficiency is required to
implement integrity verification and authentication as is the case of applications based on
Blockchain. Among the most common algorithms in which hash functions are used Medina
(2016) mentions that are among others the SHA-256, which actually comes from SHA-1,
RIPEMD, BLAKE, Skein (p. 5).

Hash functions are also widely used in cryptography and as an example we can take
Alvarez's one that in his work explains how the Advanced Encryption Standard or AES can
be used as a pseudo random number generator to serve as a basis for password hash
functions which are very useful to encrypt user passwords that are usually of variable length
and cannot be used directly as fixed size encryption keys (Alvarez et al,, 2018, p. 1).

3.1.4 Consensus protocols
One of the characteristics of Blockchain is that within the whole network there is no central
node in charge of orchestrating and managing the other nodes or the information that each
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of them stores in its copy of the block chain or otherwise seen in the block chain, there is no
central node that ensures that the ledgers in all distributed nodes are all the same, moreover
as Zheng et al. (2017) explains "the nodes do not need to rely on other nodes so some
protocols are necessary to ensure that the records in different nodes are consistent” (p.
358). The idea is that in a distributed network where the participants are unknown and
unreliable, transactions can be verified through consensus, this consensus being the
mechanism or set of rules that allows all the nodes to agree on the order of transactions.

Many consensus algorithms exist and Andoni describes many of these in his work on
Blockchain in the energy sector (Andoni et al,, 2019, pp. 148-150). The three most important
ones are presented below:

Proof of Work (PoW): Proof of work is an algorithm that consists of solving a
computationally intensive and complex task in order to add a block to the chain.
More specifically, this algorithm must calculate a hash value for the block header, so
that as explained by Makhdoom (2018) "this computed cryptographic hash must
have a specific number of zeros at the beginning, according to what has been defined
in the difficulty level" (p. 258). When a node obtains the target value it transmits the
block to the other nodes in the network and these must mutually confirm the
accuracy of the hash value, so if the block is validated the other nodes must add it to
their local copy of Blockchain and as a reward for the computational work done for
the calculation of the hash value the node that solved the task is rewarded.

Proof of Stake (PoS): This consensus mechanism, instead of the node declaring the
result, is the system that chooses a network node to calculate it, through what Singh
(2018) calls "a lottery system" (p. 220) in which the nodes that have more "capital”
in crypto coins are taken into account, so the more coins a node has, the more likely
it is to be chosen to calculate the hash value of the next node to be added to the
string. This mechanism has two advantages, the first one is that it improves the
latency, the large amounts of calculation and the high energy consumption that are
typical of the working test consensus mechanism, the second one refers to the fact
that there is less possibility that the block chain suffers an attack because at least
51% of processing capacity would be required to achieve a successful attack. This
ideais based, as mentioned by Zheng (2017), on the fact that "people who own more
coins are believed to have less interest in attacking the network" (p. 560).

Practical Byzantine fault-tolerance algorithm (PBFT): This mechanism is designed
to resolve conflicts between participating computer nodes in a distributed network,
when one set of nodes generates a different output than the others. As mentioned
by Andoni (2019), this algorithm "requires at least 2/3 of the network to behave
honestly and message overload can increase significantly as the size of the network
increases, affecting both speed and scalability” (p. 150), which means that this
mechanism can tolerate up to 33% of malicious nodes to remain consistent and
secure. Despite being more efficient than other protocols, it is considered expensive
because of the number of messages that are necessary to achieve consensus, since
as Liang (2012) explains "each and every node is required to send its results using
its own internal state and information available to it" (p. 4). According to Zheng
(2017), the entire process for achieving consensus through these messages "could
be divided into three phases: pre-preparation, preparation and commitment” (p.
560).
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3.2 Intelligent contracts

In recent years, Blockchain's ability to run stand-alone scripts has been exploited, whereby
developers have created new versions of the blockchain that can perform arbitrary
calculations other than the transfer of coins. This is how the Smart Contracts were born,
which as Xu (2016) indicates "were introduced as stand-alone programs that run
throughout the Blockchain network and can express triggers, conditions and business logic
to allow for complicated programmable transactions"” (p. 1).

Taking into account that intelligent contracts can be a complete program stored in a
blockchain platform and distributed over all the nodes of the network. In order for this
contract to exist within the network, Destefanis must proceed, as indicated, to store the
intelligent contract in the block chain by means of a contract creation transaction, to which
an address is assigned to identify it, which is generated as long as the creation transaction
has been successfully executed (Destefanis et al., 2018, p. 21). Once these contracts are
executed over the block chain they are responsible for managing the assets that such a
platform includes through transactions that go beyond simple currency purchase/sale
transactions, and may have more extensive instructions built into them all without
depending, as Giirkaynak (2018) explains, "on an intermediary party, such as a bank or
government agency, for value transfers, while providing the parties involved in the
transaction with absolute confidence in the validity and security of the transaction" (p. 848).

3.2.1 Structuring of intelligent contracts

As shown in Figure 2, an intelligent contract basically consists of an account balance in
virtual currencies in this case Ether which is the Ethereum's cryptomoney, a private storage
and an executable code. This code when stored by a transaction as mentioned by Luu (2016)
"is a 'standalone agent' stored in the block chain, coded as part of the 'creation’ transaction
that introduces the contract in the block chain” (p. 256), is for this reason that it is identified
by assigning a unique address of 20 bytes and once introduced in the block chain can not be
modified.

Mineros

Contratos

Almacenamiento .

Codigo > ll

Bloque Bloque Bloque
‘ #n H #n+l ’ : #n+2

Tiempo

Bloque
minado

Figure 2. Structure of the elements that make up an intelligent contract (Alharby y Moorsel, 2017).

The additional step required for the contract to be inserted in the block chain is for the
creation transaction to be within the set of transactions that will make up the Merkle tree
and to be added to the block that is to be mined and included in the block chain.
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3.2.2 Smart contracts work

Generally speaking, transactions sent to an intelligent contract go through three phases, the
first being the inputs, the second corresponding to the contract interpreter and the last
being the outputs as shown in Figure 3 and detailed below.

e Entries: in this phase you specify the contract identifier, the transaction request,
any dependencies that may exist and the current status of the general ledger.

e Contract Interpreter: This phase is loaded with the current general ledger status
and the intelligent contract code. These transactions are processed according to the
procedure outlined in Hyperlerger magazine (2018) which states that "when the
contract interpreter receives a request, it immediately checks it and then rejects any
invalid request” (p. 4). The contract can, depending on the transaction it receives,
read/write to your private storage, store money in your account balance,
send/receive messages or money from users/other contracts or even create new
contracts.

e Outputs: if the request is valid, outputs are generated including, a new status and
any side effects. When all processing is complete, the interpreter packs the new
status, a correction statement and any order suggestions required for the consensus
services. That package is sent to the consensus service for final engagement with the
block chain..

\

p

Entradas

‘ ID del contrato ‘

Solicitud de la
transaccion

‘ Estado actual

Interprete
del contrato

p

Salidas

\

Aceptacion/Rechazo

Declaracion de
exactitud

’ Estado Delta*

@ 4

* Si la transaccién es rechazada, \\ /
/ no existe un estado delta.

Salidas opcionales

‘ Entrada N ‘

9

Figure 3. Phases to be followed for the execution of an intelligent contract (Buterin, 2009)

The state that the contract has at the moment of receiving a transaction will change to a
delta state in case the transaction is executed correctly, if the transaction request is not
validated, the contract code will not be executed and therefore a delta state cannot exist
since the current state has not been altered.

3.3 Ethereum

Ethereum was conceived at a time when people recognized the power of the Bitcoin model
and were trying to go beyond the applications of cryptomontages. That's how the young
programmer Vitalik Buterin, who had a certain passion for Boitcoin, brought Ethereum to
life after spending a series of stages beginning in 2013 when he began to think about how
to expand the capabilities of Bitcoin and Mastercoin by proposing in October of that year a
more general approach in which he conceived more flexible contracts with which to replace
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the language of the specialized Mastercoin contract. Thus by December he began to share a
technical document describing the central idea behind Ethereum which consisted, as
Antonopoulos (2018) mentions, "in a chain of blocks that is complete and general-purpose
Turing" (p. 41).

This platform is different from the previous Blockchain systems and besides being the
leading Blockchain protocol in terms of innovation it is known, as explained by Dika (2017),
"as the world's computer and as the future of the Internet with block chain technology” (p.
8). This is due to its novel idea of distributed computational processing of applications
without the intervention of third parties and the predominance of transparency, it can also
be mentioned that it is an open source platform which represents a cultural change from
some of its predecessors.

The fact that Ethereum represents a chain of blocks with a complete Turing programming
language built in, means that according to Vujici¢ (2018) "Ethereum supports all types of
calculations, including loops and state transition, as well as other improvements to the
structure of the chain of blocks" (p. 4). Within the Ethereum block chain, Ether (ETH)
crypto-currency is handled to enable payment of financial transactions and processing of
applications. Such applications as mentioned in the publication of coinpy.net (2018) "can be
programmed in seven different languages including JavaScript, Go, Python and Lisp" (p. 3).

3.3.1 Ethereum Accounts

Within Ethereum as Buterin explains there are two types of accounts that can be seen as
externally owned accounts to those that do not have contract code in their storage, and the
other type of accounts are contract accounts, created specifically to execute the code of the
intelligent contracts they host in their internal storage (Buterin, 2009, p. 13).

These accounts, as Buterin (2009) explains, are composed of four fields:

e Thenonce, a counter that is used to ensure that each transaction can
only be processed once.

e The current ether balance of the account.

e The contract code of the account, if any.

e The default empty account storage (p. 13).

Non-contract accounts also have their internal storage which will remain empty since it is
intended to store the smart contract code, and since externally owned accounts do not
handle contracts, they have nothing to store in their internal storage.

3.3.2 Messages and transactions
In Ethereum the concepts of messages and transactions are handled and as Buterin (2009)
explains:

The 'messages’ in Ethereum have some similarity with the transactions
in Bitcoin, although with three characteristics that differentiate them.
The first is that an Ethereum message can be created by an external entity
or by a contract, while a Bitcoin transaction can only be created
externally. The second is that there is an explicit option for Ethereum
messages to contain data. And the last is that the recipient of an Ethereum
message, if it is a contract account, has the option to return a response;
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this means that Ethereum messages also cover the concept of roles (p.
14).

These three features give Ethereum messages a clear advantage over Bitcoin transactions
because, although these features make Ethereum messages more complex to manage, they
also allow you to expand the areas in which you can apply them by allowing you to perform
data transport and execute functions that use this data.

On the other hand, with respect to Buterin transactions (2009) it mentions that:

The term "transaction’ is used in the Ethereum to refer to the signed data
packet that stores a message to be sent from an externally owned
account. Transactions contain the recipient of the message, a signature
that identifies the sender, the amount of ether and the data to be sent, as
well as two values called STARTGAS and GASPRICE (p. 14).

As mentioned by Buterin STARTGAS, it refers to the limit of the number of steps that are
given to execute the requested code for a transaction in such a way that, if the transaction
is not completed in the determined number of steps, it is interrupted and ends up reversing
all the changes avoiding that the execution is carried out in an infinite way. As for the
GASPRICE, this refers to the fee that must be paid to the miner for each computational step
he takes to carry out the execution of the transaction (Buterin, 2009, p. 14).

Here the concept of gas comes into play, which as Ast (2018) mentions in his publication in
Medium, "gas is the unit that measures the computational work required to execute
transactions or intelligent contracts in the Ethereum's virtual machine" (p. 2). In other
words, if during the execution the "balance" for executing transactions is terminated, all
status changes will be reversed, except the payment of fees, and if the execution of the
transaction is stopped with some gas remaining, the remaining part of the fees will be
refunded to the sender.

3.3.3 Smart contracts in Ethereum

An intelligent contract from Buterin's perspective can be used to represent virtually any
type of asset that can be digitized by writing the logic in a few lines of code within an
intelligent contract (Buterin, 2009, p. 1). With this in mind, the contract code is written in a
programming language accepted by the platform. Once the code is written, it is enough to
load it in, enter the initial variables and send it to be processed and executed. For its
execution, the contracts require firstly a special software called Ethereum Virtual Machine
(EVM) that in turn runs in each of the nodes of the Ethereum network and secondly the
transformation of the code to bytecode which is the language that understands the
Ethereum Virtual Machine.

Since Ethereum allows users to load and execute code that represents the contracts, these
can be simple or arbitrarily complicated, although it should be taken into account as
mentioned by Kiffer (2017) that "each operation that the code executes, and each byte of
memory that the code uses, costs 'gas™ (p. 95), that is, the more complex these contracts
are, the more ether they will spend for their execution. At Ethereum the contracts also have
their own balance of ether, and can even transfer ether and call other contracts, have their
own storage, and have the ability to act as an external proprietary account at Ethereum.
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4. Experimental methodology

The term methodology refers, according to Quecedo and Castafio (2002) "to the way we
approach problems and seek answers, to the way we conduct research” (p. 7). This gives us
the guideline that the methodology used to solve a problem can vary depending on how the
problem is looked at and also on how the answers are proposed.

The methodology occupies an important place within the research process, so that for
Rodriguez and Valldeorialo (2014) "the methodology is fundamental in any research
process, since it determines the way in which the research is developed" (p. 31).
Considering these aspects on the methodology, it has been decided to direct this
investigation by means of the descriptive method, which, as indicates Pérez (2004) "is
oriented towards the present and the levels in which it acts are the applied investigation
and active investigation" (p. 91) which is precisely what is sought in this investigation.

Therefore, for the development of this article, the authors propose the methodology
detailed below:

e Determine the functionality of the intelligent contracts: as a first point, it is
required to establish exactly what our intelligent contracts are going to do, so that
we can determine the resources and tools necessary for the development of the
work.

e Description of the required architecture: the next step is to carry out a detailed
analysis of the contract's functionalities to establish the requirements of the
architecture and the working environment necessary to carry out the development,
in order to have a clear idea that allows to prepare this working environment in an
adequate way.

e Selection of tools: once the requirements for the development of the work are
clear, the next step is to select a set of preferably free software tools that support
the architecture and the whole environment specified by the requirements of the
first phase.

e Development of the intelligent contracts of the application: with the
architecture and the work environment ready, the creation of the intelligent
contracts can continue, so this phase is focused on the creation of files and writing
of code based on the following guidelines:

o Manage a directory structure that allows you to maintain the order of the
files according to their functionality

o oUse words for file names that identify the purpose for which they were
created and the functionality they serve within the project

o o For the code of intelligent contracts, name the variables and functions in
such a way that by reading them you can clearly understand what their
purpose and function is within the contract.

¢ Deployment of the intelligent contract: the objective of this phase is to carry out
the procedure for the deployment of intelligent contracts which consists of inserting
these contracts in the block chain. At the same time, monitoring of transaction
generation and block mining is carried out to verify that it has been deployed
correctly. This helps to verify possible errors and to understand how the process
works. Within this phase three important tasks are considered which are:
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o oDebugging, to verify that there are no errors or inconsistencies within the
written code in order to prevent the contract from being executed
incorrectly or producing unexpected results.

o oCompilation, to convert the source code into the binary that is required to
execute the intelligent contract.

o oDeployment, which involves sending the compiled Smart Contract code to
the network so that it is available to users and can be executed in the
Ethereum virtual machine.

e Interaction with the intelligent contract: this phase aims to interact with the
intelligent contracts by calling the functions that make them up. In this way, data
will be recorded and consulted while monitoring is carried out at the same time.
Firstly, the outputs produced by the execution of the functions are verified and
secondly the generation of transactions and the mining of blocks to add them to the
block chain.

5. Proposal development.

5.1 Smart contracts in the registration of academic titles

5.1The idea of using the chain of blocks and smart contracts in the process of registering
academic degrees is to provide a reliable and secure way to verify the existence and
authenticity of the degree a person has earned. So that, when you look at this information,
you can be sure that it is true and has not been altered by knowing that it is stored in an
immutable record such as the chain of blocks.

As intelligent contracts are self-executing and automatically implement the terms of the
agreement between two parties, they allow for the streamlining of processes by providing,
as Toyoda (2017) mentions, "the ability to identify forgeries if any inconsistency is found in
the process" (p. 2). This feature will prevent the registration of undue titles and will
guarantee that the titles assigned to persons are real and cannot be modified due to the
difficulty of doing so because of the logic with which the blocks in the chain are generated,
in which each one is cryptographically linked to the previous one.

The main advantage of registering academic titles through intelligent contracts based on
the block chain is that this covers a large number of additional characteristics such as
immutability, transparency, security and decentralization. This set of features changes the
perspective of the way this activity is carried out today and makes it possible to be part of a
technology that augurs well for the future. What is currently most welcome are the
decentralized systems and the generation of trust between unknown entities through the
use of tools such as cryptography.

5.2 Development of the intelligent contract

Figure 4 shows the general outline of the process to be followed for the elaboration of the
intelligent contract, which ranges from codification to deployment in a private block chain
by making use of the set of tools offered by Truffle.
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Figure 4. Diagram of the phases for the development of an intelligent contract from codification to deployment

For the development we used open source tools such as Visual Studio Code (VSC) which was
used to write the code that, despite being a Microsoft product is free. Likewise, the
applications of Truffle's toolkit are all open source so they can be used without the need for
licenses.

5.2.1 Defining the Intelligent Contract for Securities Management

5.2.1.1 Defining the compiler versionr

In order for the intelligent contract code to be executed it must be compiled and as
Antonopoulos and Wood (2018) state "the command line compiler for solidity is solc" (p.
134). This compiler allows to convert, as Antonopoulos mentions, the solidity code into
binaries transformed in turn into hexadecimals which is what he understands and will be
executed in the Ethereum virtual machine (Antonopoulos & Wood, 2018, p. 134). For this
reason, any intelligent contract must be started by indicating the compiler version that you
are going to use, this is done in order to avoid that future compiler versions may introduce
incompatible changes at the time of compilation. At the time of this work the last stable
version of the compiler is v0.5.2 but we have chosen to use the experimental version
ABIEncoderV2.

5.2.1.2 Declare the contract

For the declaration of the contract, the word reserved contract is used which, as
Antonopoulos (2018) states, "is similar to a class declaration in other object-oriented
languages"” (p. 28). The word contract is followed by the name of the contract file, which is
conventionally named using the CamelCase structure. Finally Antonopoulos and Wood
mention that it opens and closes keys within which all the contract logic will be written,
thus defining the contract itself and its scope as it happens in several programming
languages (Antonopoulos & Wood, 2018, p. 28).

5.2.1.3 Declare state variables

A smart contract according to Ethereum (2017) "is a collection of code (its functions and
data (its status) that reside at a specific address in the Ethereum Blockchain" (2017, p. 13).
For state variables in this case, an address variable is handled to assign the address of who
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deployed the contract. The remaining three variables of the mapping type allow you to
relate an address to a list of data of type Title, StudentDegree and Student respectively, in
which records of these data structures will be stored.

5.2.1.4 Declaring the contract constructor

The intelligent contract constructor is a function that is executed only once when it is
instantiated and as mentioned by Antonopoulos and Wood the way the constructor is
written depends on the compiler version being used, so it can be written as a function with
the same contract name (for compiler versions up to 0.4.21) or with the reserved word
constructor (for versions from 0.4.21 and above) (Antonopoulos & Wood, 2018, p. 143).

Within the declaration it is indicated which actions will be performed to initialize the
contract, in our case we will indicate that the owner state variable will be assigned the
address of the person who created the contract.

5.2.1.5 Defining Data Structures

Data structures or structs according to Ethereum are more complex data types that are used
to represent real-life objects and are formed by grouping together several variables of
primitive data types (Ethereum, 2017, p. 23). These structures allow you to extend the
functionality of intelligent contracts by handling custom and more complex data types, as
they can include not only primitive data types but other structures.

For the creation of the contract, according to the authors' criteria, three data structures
were defined to manage each of the objects that are part of the registration process of
academic titles. These structures are described below:

1. The data structure Title containing three fields: a string type identifier, a string type
name, and an unsigned integer that will store the timestamp on which a title is
created.

2. The Student data structure containing four fields: the string ID, the student name,
the unsigned integer timestamp and the title boolean to indicate if the student has
been assigned a title.

3. The StudentTitle data structure containing five fields: the name of the reviewer of
type string, the grade with which the title of type uint or unsigned integer is
recorded, the timestamp in which it is created of type unsigned integer, the student
of type Student defined by a struct and the title of type Title defined by a struct.

5.2.1.6 Defining function modifiers

Function modifiers as explained by Ethereum (2017) "are a convenient way to validate
function inputs” (p. 29). These modifiers constitute a property that allows changing the
behavior of the functions within the contract. The most common way to use them is to check
the fulfillment of a condition before executing the function. For our contract, we have
created a modifier that checks and forces the owner of the contract, i.e. the one who created
it, to be the only one who can execute the function to which this modifier applies..

5.2.1.7 Functions defined in the contract
For our contract we defined several functions classified as primary and secondary according
to the task they perform within the contract as summarized in Table 1.1.

Identifier Type Description
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RegisterNew Student

RegisterNewTitle

RegisterStudentDegree

check outStudents
CheckTitles
GetStudent
GetTitle
GetStudentList
GetTitleList

GetStudentListDegrees

Main

Main

Main

Secondary
Secondary
Secondary
Secondary
Secondary
Secondary

Secondary

Allows you to enter the registration
of a new student by providing the
name and ID

Allows the entry of a new title
record by providing the title
identifier and name

Allows a student to register a degree
by providing the name of the
reviewer, the degree grade, the
student's ID and the degree
identifier.

Searches the student register by
providing the student's ID.
Performs a title registry search
using the title identifier.

Allows you to extract a student from
the register by means of his/her ID.
Allows to extract a title from the
register by means of its identifier.
Allows to retrieve all the existing
student records.

Allows to retrieve all the existing
records of the titles.

Allows to retrieve all the existing
records of the graduated students.

Table 1. Summary of contract functions Titles

5.2.2 Creating the intelligent contract for chain managemen

As in the previous case, the first thing to be defined in the contract is the version of the
compiler to be used, followed by the definition of the contract and within this its respective
functions, which are summarized in Table 2.

Identifier Type

Description

compare() Main

equal() Secondary

It allows the comparison of the two text strings by
returning an integer response that indicates whether the
strings transformed into bytes are equal or not.

It is in charge of receiving the two string type parameters
that you want to buy and then send them to be processed
in the compare() function.

Table 2. Summary of the functions of the Stringutils contract

5.2.3 Define the migration files of the contracts
To deploy the intelligent contracts it is required to build a migration script which will allow
the implementation of the contract and as indicated by Antonopoulos and Wood, one script
can be created for each one, or a single script can be created to gather all the contracts so
that they can be deployed sequentially (Antonopoulos & Wood, 2018, p. 241).
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For the deployment of our contracts, a single migration file is used for the two generated
contracts, Titulos and StringUtils. The structure of the script is quite simple, it consists of
two variables of which each one refers to the file of the intelligent contract that is desired to
deploy, then it makes use of the special object of node.js module.exports that will allow to
expose the contracts as modules assigning to it the result of the deployment of the
intelligent contracts, this in turn makes a call to the asynchronous function doDeploy/() that
receives as a parameter the object deployer that will allow to deploy the contracts and to
link them since Titulos imports StringUtils to make use of its functions..

5.3 Smart contract deployment

In order to deploy the intelligent contracts, it is required to have a chain of Ethereum blocks,
which as Antonopoulos and Wood suggest will be simulated locally, generating a private
instance using the Ganache tool (Antonopoulos & Wood, 2018, p. 234). Figure 5 shows the
result of the execution of the Ganache tool which will generate this private chain, in addition
to 10 accounts with their respective addresses and 100 initial ethers that will be used to
process the transactions.

One of the most important aspects of this tool is that as explained by Antonopoulos and
Wood (2018) "it offers an Application Programming Interface and a set of Remote
Procedure Call commands coded as Javascript Object Notation usually called JSON-RPC API"
(p-52). The Ganache tool, by default provides this interface at the localhost address and port
by 7545, which is where you must connect to interact with the block chain. .

5.2 Ganache - + x|

accounts  (33) BLocks @ TRANSACTIONS

CURRENT BLOCK GAS PRICE GAS LIMIT NETWORK 1D RPC SERVER MINING STATUS
0 2000000000 6721975 5777 HTTP://127.0.0.1:7545 AUTOMINING

MNEMONIC HD PATH

april venture panic stool kiss grief kidney electric axis lift marble song m/44'/60'/0'/0/account_index

ADDRESS BALANCE .

0x2b86829Cec87a6505caB4c10a88d852A313b04F4  100.00 Tox CONT ‘(;‘DEX J
ETH

ADDRESS BALANCE :

0xb360A98D51a83A72C9b90938d66DO5F7E252Cc8B  1600.00 8( COUNT, ‘{‘DEX J
ETH

ADDRESS BALANCE :

0xd2885CDA97cad02FEAb3Fb1E0327116599221156 160.00 8( Wl g‘DEX &
ETH

ADDRESS BALANCE

0x86829f2E3CB50d574560a0670C22457eDA200076  100.00 8( COINE ngEX &’
ETH

Figure 5. Screenshot of account generation in the Ganache tool

With the Ganache tool running and the RPC server up, the Truffle configuration file called
truffle-config.js must be implemented in which the network of the block chain to be
connected must be specified, i.e. the address of the server of the block chain provided by
Ganache.

With all the code and configuration files generated and with the tools prepared, all that
remains is to deploy the intelligent contract for which the Truffle tool will be used or more
specifically the truffle migrate command which will execute all the migrations specified in
the migration files which are generally located in the migrations directory and will in turn
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generate a new directory in the project called builds in which there is a contracts directory
containing a json file for each of the contracts in which there is information corresponding
to the deployment of the contracts.

5.4 Interaction with the intelligent contract

Figure 6 shows the outline of the interaction process with the intelligent contract once it
has been deployed. The most basic way to interact with the contract is through the console
that provides the Truffle tool, which as explained by Antonopoulos and Wood (2018) "is an
interactive JavaScript environment that provides access to the Truffle environment and, via
web3, to the block chain" (p. 235). Within this console, one can instantiate the intelligent
contract that resides in the block chain, and through this instance make calls to the functions
defined in that contract.

To be able to execute the functions of an intelligent contract, you must have an instance of
it. To obtain it, through the Truffle console a variable is assigned to the contract display by
executing the command Titulos = Titulos.dployed() which will generate an output
corresponding to all the information of the contract, such as the name, the code that
composes it, the compiled code and the ABI or Binary Application Interface which, in
Ethereum, is basically the way in which the contract calls can be made.

Ganache Consola truffle

Contrato inteligente Instancia del contrato

< >|Cmmmmmmmmmmm <D

.sol
-
A” PR
&
Llamadas a las

funciones del

contrato.

Figure 6. Diagram of the process of user interaction with the intelligent contract once it has been deployed

Once the contract instance is obtained in the te Truffle console, the commands executed
through this instance will be reflected in the block chain as transactions and mined blocks
as long as these transactions have been successfully executed.

6. Conclusions

Through this research it has been possible to establish an application model together with
all the technological components that make up the architecture based on blockchain
technology for the registration of academic titles. In addition, it has been possible to verify
the feasibility that blockchain presents to be used as an architectural basis for the
development and deployment of intelligent contracts. For this purpose, two intelligent
contracts were designed, a main one to manage the creation of registries for both degrees
and students, as well as to allow for the assignment of degrees; and a secondary one that
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serves as a support by providing additional functionalities required by the main contract in
order to carry out its tasks.

It was possible to verify that the methodology proposed in this article is valid for the
development of intelligent contracts. This is due to the fact that the phases proposed in this
methodology allow for a clear picture of the development from start to finish. In addition,
in each phase an analysis is made or a set of specific steps is followed that allow to speed up
the processes and reduce errors.

To speak of Blockchain is, without a doubt, to speak of a significant technological revolution
since it offers an extraordinary potential especially in those areas where a reliable and
immutable registry of each transaction is required as for example the registry of academic
titles, that's why its utility transcends the cryptomonalities and with the appropriate
instruments as for example Ethereum, all that potential can be exploited.

Making the registration of academic titles through intelligent contracts on Blockchain
technology would generate an enormous impact for higher education since it would allow
to maintain a highly reliable record of the titles that a person has without being able to
modify it and at the same time it is available to the general public so that they can access
this record either for information purposes or for data validation ensuring that if a title has
been assigned to a student within this record in the blockchain it is legitimate.
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